TCR Group - IT Security Solutions Architect

The Opportunity

As an IT Security Solution Architect at TCR, you will be responsible for designing, implementing, and validating
security solutions to safeguard our organization's information systems and assets. You will work closely with cross-
functional teams, security coordinator, and other stakeholders, fostering close collaboration and steering the
implementation partners to ensure that our security infrastructure is robust, scalable, and aligned with industry best

practices.

A snapshot of what you will be doing here:

. Security Solution Design:
- Lead the design and architecture of security solutions, ensuring they meet business requirements and align

with the overall IT strategy.

- Collaborate with stakeholders to understand security needs and translate them into effective and efficient
security solutions.

- Conduct risk assessments and provide recommendations for mitigating security risks.

2. Standards and Procedures:
- Develop and implement security standards and procedures to guide the organization in maintaining a secure
and compliant environment.
- Stay abreast of industry trends, emerging technologies, and best practices to continuously enhance security

standards.

3. Project Collaboration and Partner Steering:
- Act as a key technical resource during security projects, providing expertise on security architecture, design
and validation.
- Collaborate closely with implementation partners, ensuring their work aligns with the organization's
security goals and standards.
- Provide guidance and steering to implementation partners throughout the project lifecycle.
- Lead the evaluation and selection of technology solutions that best meet business requirements.

- Facilitate knowledge transfer and ensure a smooth handover of projects to other teams or colleagues.

4. Security Coordination:
- Work closely with the security coordinator to identify and address security concerns and incidents
promptly.
- Take ownership in developing incident response plans and participate in security incident investigations.

5. Roadmap Development and Maintenance:
- Develop short- to mid-term infrastructure project roadmaps aligned with business objectives and the overall
enterprise architecture roadmap in close collaboration with the Security Coordinator

- Regularly update and maintain roadmaps to reflect changes in technology and business priorities.

6. Documentation and Training:
- Create and maintain comprehensive documentation related to security designs, standards, and procedures.
- Provide training and knowledge transfer to internal teams and implementation partners on security best

practices and procedures.




We are looking for an individual who:

e Has a bachelor's degree in Computer Science, Information Security, or related field; relevant certifications
such as CISSP, CISM, or CCSP are preferred

® Has a proven experience as an IT Security Solution Architect or similar role

e Has a deep understanding of security principles, frameworks, and best practices, including but not limited to

identity and access management and cloud security

e Has experience with security technologies such as firewalls, intrusion detection/prevention systems

(IDS/TPS), security information and event management (SIEM), and data loss prevention (DLP).

® Has strong communication and interpersonal skills, with the ability to effectively communicate technical

concepts to non-technical stakeholders.
e [s fluent in English, both oral and written (knowledge of Dutch or French is a strong asset)

® (Collaborative Spirit: Proven track record of working collaboratively with diverse teams and partners to

achieve common security objectives

e Strong Leadership: Capability to lead security initiatives, guide colleagues, and effectively communicate

initiatives to stakeholders

® Problem-Solving Skills: Aptitude for solving complex problems with a methodical and detail-oriented

approach
& We think you will love working with us:
Next to an attractive salary and 29 days of holiday, we offer:
® A top international team with an HQ in Belgium

® A company with short decision lines where our employees are central to the success of the company and

where we live by our company values
e Fun team activities - We also enjoy drinks on Thursdays!
® An environment where you can develop and grow. It's all about fun and passion!
Our company

TCR Group is the leading European provider of integrated solutions for Ground Support Equipment (GSE) in the
aviation industry. TCR offers rental, leasing, and maintenance services of GSE. We are headquartered in
Steenokkerzeel, have 1700+ employees and are operational in over 200 airports in 20 countries, in Europe, Asia

Pacific and North America.

At TCR Group, we foster a vibrant work culture characterized by informality, dynamism, and excitement. As a
member of our team, you'll find yourself immersed in a collaborative environment where every individual's

contribution is valued and recognized. At TCR-group, we work together as one team.

v/ Do you meet the qualifications and are you excited about the opportunity?

If you are passionate about IT security, have a strategic mindset, possess the personal capabilities to excel in this
role, and embrace a hands-on, pragmatic mentality, we invite you to apply for this exciting opportunity at TCR.

We look forward to hearing from you!




